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Ironbridge Gorge Museum Trust

Data Protection Policy
This policy sets out the rules relating to the recording, processing, storage, analysis, distribution and deletion of Personal and Sensitive Data. It applies to all members of staff and volunteers, as well as any third parties that may be contracted by the Museum. Any breach of this policy will be taken seriously and may lead to disciplinary action, which could include summary dismissal, under the Museum’s Disciplinary Procedure or termination of consultant/partner/processor agreement.  If you are unclear about the effect or meaning of any part of this policy, you should seek clarification from the Data Protection Officer.  This policy will be reviewed every 12 months. For the purpose of this Policy any reference to staff also includes volunteers.
This policy should be read in conjunction with all other Data Protection Policies and Procedures. These include;
Data Sharing Policy

Use of CCTV Policy

Subject Access Request Policy

Data Breach Policy

Data Retention Policy

Data Disclosure Policy
Purposes of this policy
The purposes of this policy are:

· to ensure that the Ironbridge Gorge Museum Trust (IGMT) complies with the General Data Protection Regulations (GDPR)
· to ensure that IGMT keeps all of its Personal Data safe and secure
· to explain how the Ironbridge Gorge Museum Trust will process Personal and Sensitive Data
General Data Protection Regulation (GDPR)
The Ironbridge Gorge Museum Trust (IGMT) takes Data Protection very seriously and this policy outlines how it complies with the General Data Protection Regulation (GDPR) and ensures a balance between the privacy and legal rights of the individual and conducting its work as an education and heritage conservation charity.

This policy applies to all IGMT’s staff, volunteers, relevant contractors and Data Processors.
It applies if Personal Data, such as name, contact details, reference numbers that can be used to identify a living individual or images, is being processed in anyway including:
· recordings (for example audio or CCTV)
· storing

· deleting
· analysing
· or using Personal Data in any other way

In order to comply with GDPR, IGMT will follow the key principles
· Data will be processed in a fair, lawful and transparent fashion
For example, we will be open in how we will process users Personal Data by explaining before capturing their information how we will use the information. This could be via our Privacy Policy or wording on Consent Forms.
· Processing will be conducted for limited, specific and stated purposes. We will make it clear why we need the information and only use it for that purpose, such as administering tickets, fundraising, marketing or employment.
· Data Minimisation will be conducted, by only processing Personal Data that is essential to achieve the purpose required
In the case of IGMT this means we will only ask Data Subjects for the minimum amount of information that we actually need. We will never ask for inappropriate or unnecessary data, such as their religion. We may wish to ask for some sensitive data, such as ethnicity, for statistical purposes, which is our legitimate reasons for doing so. 
· Data will be kept accurate, by regularly checking with Data Subjects that their details have not changed. This will be done when contact is made with Data Subjects. Data will only be kept for as long as is absolutely necessary. If data is no longer required it will be securely deleted after 2 years or sooner. Some Personal Data may have to be kept for a longer period for legal reasons, such as some financial records and staff documentation.
· Data will be kept safe and secure, both in terms of external threats and internal processes. It is important that all paper files are stored behind lock and key and suitable protection is given to all digital data.
· IGMT recognises that it is accountable for all aspects of its own Data Protection
and it will ensure that detailed records are kept to demonstrate how it keeps Personal Data safe and secure. The IGMT Data Protection Officer will ensure that IGMT complies with GDPR and all associated Data Protection law and that Data Protection is reviewed at management and Board Meetings.
· All Personal Data owned by IGMT will be kept in the UK or EU.

· IGMT recognises the rights of the individual to change their Data Protection preferences and request details of all Personal Data held about them.
It is the responsibility of every member of staff and volunteer to abide by the Museum’s Data Protection Policy, as penalties for contravening the GDPR are severe and fines can be imposed of €20,000,000.
Paul Gossage Director of Marketing & PR is the Data Protection Officer for the Ironbridge Gorge Museum Trust and any queries relating to Data Protection should be referred to him. 
For more detailed information about the GDPR go to www.icompli.co.uk
Definitions
· Data means information which –

· is being processed by means of equipment operating automatically in response to instructions given for that purpose,
· is recorded with the intention that it should be processed by means of such equipment,

· is recorded as part of a relevant filing system or with the intention that it should form part of a relevant filing system.
· Personal Data means
· information relating to an identified or identifiable natural person, the Data Subject
· identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person
· Data which relates to a living individual who can be identified from that Data or from that Data and other information which is in the possession of, or is likely to come into the possession of the Data Controller. It includes any expression of opinion about the individual and any indication of the intentions of the Data Controller or any other person in respect of the individual. It includes Location Data and online identifiers. 
· Personal Data includes names and postcodes.
· Sensitive Personal Data needs to be treated with more care and stronger grounds are required to process it. This includes the

· Processing of personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person's sex life or sexual orientation shall be prohibited.
· Data Subject means 
· an individual who is the subject of Personal Data
· Controller means
· the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data;
· Processor means 
· a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller;

· Data Subjects Request means:

· Data Subjects rights to request copies of all Personal Data relating to them in the possession of an organisation, including expressions of opinion
· request explanation as to why it is being processed, who their Personal Data is being passed onto and where it was obtained from
· Consent means
· any freely given, specific, informed and unambiguous indication of the data subject's wishes by which he or she, by a statement or by a clear affirmative action, signifies agreement to the processing of personal data relating to him or her
· Data Minimisation means
· Data Controllers should only process as much Personal Data as is required to successfully accomplish the specified task. Any other data held should be deleted
· Data Protection by Design means
· Technical and organisational measures to show that you have considered and integrated Data Protection into your processing activities. 
Ironbridge Gorge Museum Trust and Data Protection
· IGMT is an education and heritage conservation charity which operates the 10 museums within the Ironbridge Gorge World Heritage Site.

· IGMT holds Personal Data for the following purposes:
· communicate with its associates, supporters, clients, staff, volunteers and suppliers
· maintain client records

· maintain and analyse client’s ticket records and visiting patterns
· process payments and orders

· maintain Human Resources records

· record donations made by individuals of both funds and artefacts
· process Gift Aid forms

· maintain volunteer records

· the security of the Museum’s assets and the safety of its staff and volunteers
· in house research and analysis of visiting patterns
· displaying digital adverts on third party websites to previous visitors to www.ironbridge.org.uk
· To analysis how Data Subjects use ironbridge.org.uk using Google Analytics 
· The Ironbridge Gorge Museum Trust holds the following Data:
· C.C.T.V. footage 
· sales and admission database including contact details, visiting and booking history

· education database including contact details and booking history

· volunteer database including contact details and Sensitive Personal Data relating to volunteer’s role and circumstances

· staff database including contact details and Sensitive Personal Data relating to their role and circumstances

· supporters of the Ironbridge Gorge Museum Trust including contact details and records of any past donations and areas of interest 
· suppliers including contact details and past trading records

· photographs and video footage of individuals used for all publicity purposes and security 
· browsing patterns of visitors to www.ironbridge.org.uk
· details of owners who have loaned collection items to IGMT

· Location data of some staff

How IGMT will ensure compliance with GDPR
· In order for IGMT to process Personal Data one of the following Legitimising Conditions must be met

· Consent: the individual has given clear consent for you to process their personal data for a specific purpose.

· Contract: the processing is necessary for a contract you have with the individual, or because they have asked you to take specific steps before entering into a contract.

· Legal obligation: the processing is necessary for you to comply with the law (not including contractual obligations).

· Vital interests: the processing is necessary to protect someone’s life.

· Public task: the processing is necessary for you to perform a task in the public interest or for your official functions, and the task or function has a clear basis in law.

· Legitimate interests: the processing is necessary for your legitimate interests or the legitimate interests of a third party unless there is a good reason to protect the individual’s personal data which overrides those legitimate interests. (This cannot apply if you are a public authority processing data to perform your official tasks.)

SPECIAL CATEGORIES OF DATA
· To ensure that Sensitive Personal Data is processed in a fair, lawful and transparent fashion, IGMT will only process Sensitive Data when at least one of the following conditions apply
· the data subject has given explicit consent to the processing of  Personal Data for one or more specified purposes, except where Union or Member State law provide that the prohibition referred to in paragraph 1 may not be lifted by the data subject
· processing is necessary for the purposes of carrying out the obligations and exercising specific rights of the controller or of the data subject in the field of employment and social security and social protection law in so far as it is authorised by Union or Member State law or a collective agreement pursuant to Member State law providing for appropriate safeguards for the fundamental rights and the interests of the data subject
· processing is necessary to protect the vital interests of the data subject or of another natural person where the data subject is physically or legally incapable of giving consent
· processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political, philosophical, religious or trade union aim and on condition that the processing relates solely to the members or to former members of the body or to persons who have regular contact with it in connection with its purposes and that the personal data are not disclosed outside that body without the consent of the data subjects
· processing relates to personal data which are manifestly made public by the data subject
· processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in their judicial capacity
· processing is necessary for reasons of substantial public interest, on the basis of Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject
· processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services on the basis of Union or Member State law or pursuant to contract with a health professional and subject to the conditions and safeguards referred to in paragraph 3
· processing is necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices, on the basis of Union or Member State law which provides for suitable and specific measures to safeguard the rights and freedoms of the data subject, in particular professional secrecy

· processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) based on Union or Member State law which shall be proportionate to the aim pursued, respect the essence of the right to data protection and provide for suitable and specific measures to safeguard the fundamental rights and the interests of the data subject
To ensure that IGMT complies with GDPR it will ensure that processing of Personal Data will only be conducted for limited, specific and stated purposes

· IGMT will ensure that a clear Privacy Statement is available on www.ironbridge.org.uk and whenever Personal Data is being collected, clearly explaining what Data is collected and how it will be used.   It will confirm the rights of Data Subjects and how Data Subjects can make an enquiry or request for Personal Data to be updated.   This will be reviewed every 12 months by the Data Protection Officer
· IGMT will ensure that Data is used for the purposes that the Data Subject intended and not in any unexpected way. If Data is used for any other purpose, IGMT will ensure that it is only used for purposes that are compatible with the original purpose
· IGMT will only use Personal Data for the purposes of direct digital or electronic marketing, if the Data Subject has given consent to do so

· IGMT will not share Personal Data with any third party for the purposes of marketing or fundraising. 
· IGMT will share Personal Data with Processors who work on behalf of IGMT to fulfil various functions such as:
· Companies that distribute emails on behalf of IGMT

· Companies who mail out printed materials to the database
· Companies that manage payment of online purchases
· Companies that support IGMT’s IT systems and website
· IGMT will only use Processors with whom the GDPR due-diligence process has been performed and a data sharing agreement is in place

IGMT will practice Data Minimisation, ensuring that only Personal Data that is essential to achieve the purposes intended will be processed.
· Only Personal Data that is necessary for the intended purpose will be processed

· Additional Personal Data will not be collected 

· Any unnecessary information on file should be removed and securely deleted

· Data that has laid dormant for over 2 years will be securely deleted unless there is an overriding legal reason why it should be retained, in which case it should be securely archived and documented.
IGMT will ensure that all Personal Data is accurate and only kept for as long as is necessary
· IGMT will give Data Subjects the opportunity to update their records via email, phone, in person or via mail
· When mails shots are conducted Data Subjects will be reminded of how they can update their details or remove their consent

· Records will be reviewed every two years to ensure accuracy 

· IGMT will action any request to update records or change Data Subjects’ preference within 7 working days
· Personal Data that has not been used for 2 years will be securely deleted or destroyed unless there are mandatory requirements to keep it for a longer period of time, in which case it will be stored for the required period

· IGMT will keep records of collection loans and donations in perpetuity, where possible in a secure and encrypted format
· If Personal Data has been used for the purpose intended and there are no further requirements for the Personal Data to be kept it may be securely deleted or destroyed prior to the two year period.
· Records will be kept where Data Subjects have requested to unsubscribe or to be removed from Databases to ensure that they are not put back on in error.
IGMT will ensure that Personal Data is kept safe and secure, both in terms of external threats and internal processes
· Appropriate institutional and technical measures and systems will be used to protect the security of Personal Data whether held on paper or in a digital format. 
· All staff will be trained on the general principles of Data Protection

IGMT recognises that it is accountable for all aspects of its own Data Protection and will demonstrate this by

· Having a Data Protection Officer

· Registering its Data Processing activity with the Information Commissioners Office 
· Making it a strategic priority for the Strategic Management Team (SMT)
· Keeping records of Data Subjects’ preferences and consents

· Conducting Privacy Impact Assessments on activities that are regarded as medium- high risk

· Keeping detailed training records of all staff who process Personal Data

· Keeping detailed training records of all staff, demonstrating that they understand our Data Protection and other relevant ICT and cyber-security policies and procedures. Ensuring that Data Sharing Agreements are in place with any third parties with whom we share Personal Data.

· Having a range of Data Protection Policies and procedures and ensuring staff are trained how to follow them
· Having Privacy Statements in place on www.ironbridge.org.uk 
IGMT recognises the rights of Data Subjects and will ensure that it

· Responds to Subject Access Requests (SAR) without any undue delay and at the latest within 1 calendar month of written confirmation of the identity of the Data Subject making the request  
· Any SAR will be passed to the Data Protection Officer within 48 working hours of receipt

· All staff are able to recognise a SAR, regardless of the channel used, be that letter, verbal request, email or social media 

· The Data Protection Officer will respond to the Data Subject and co-ordinate the response with the support of all departments

· Data Subjects who object to processing will be removed from mailing lists within 7 working days of the notification
· Data Subjects’ who ask for their details to be corrected or for their and preferences to be changed will be updated within 7 days of notification
· Data Subjects’ right to be forgotten will be actioned within 28 working days. It should be noted that a person’s right to be forgotten is not an absolute right, and the DPO should be consulted if this involves any request not connected to direct marketing.
IGMT will use CCTV in line with GDPR Guidelines. 
· All staff operating CCTV will follow IGMT CCTV Policy and Operator’s Procedure. In summary:

· CCTV will be used by IGMT for the purposes of crime prevention and the protection of our collections, staff and visitors

· Clear notices will be displayed wherever CCTV is in operation detailing, that IGMT is the operator, why CCTV is being used and who to contact with any enquiries

· Images collected will be stored for 30 days unless required to be stored for longer due to an enquiry

· Images will only be shared with a third party such as the police on production of appropriate documentation signed by a senior officer, confirming that the images are required for an investigation. They will be shared with third parties, without any paperwork, in the event of an emergency or during a live incident.
· Images of third parties will be redacted.

· All requests for sharing must be recorded together with details shared
· All equipment that holds images will be password protected and only the Security Team Leader, SMT members and IT Manager will have access to the password
· All CCTV operators will be trained in the correct use of CCTV

· IGMT has a separate Policy and procedure on Operating C.C.T.V. and this policy should be read in conjuncture with it.

· Camera are located across the Ironbridge Gorge Museum estate and signs indicate their locations.
If IGMT experiences a breach in its Data security it will:
· Ascertain the severity of the Data Breach and ensure that the issue is rectified as soon as possible

· The Data Protection Officer will decide whether the Data Breach should be reported to the ICO as it may cause a risk to the rights and freedoms of individuals and if so it will do so within 72 hours. The CEO will be informed immediately.
· The Data Protection Officer will decide whether the Data Breach represents a high risk to the rights and freedoms of individuals, if so the Data Breach will be reported to the Data Subject within a reasonable time dependent on the damage or distress which may be caused to the data subject. The CEO will be informed immediately.
· IGMT has a separate Policy and procedure on Dealing with a Data Breach and this policy should be read in conjunction with it at www.ironbridge.org.uk
· Any breach regardless of scale will be investigated by the DPO, added to the breach log, Privacy Impact Assessment performed, remedial action taken and used as an opportunity for education of all staff to prevent or at least minimise further occurrences
When appointing a Data Processor IGMT will ensure that a contract is signed confirming 
· the Data Processor will only process the Personal Data in line with IGMT’s written instructions on how the Data should be used and what should happen to the Personal Data once the processing has taken place
· that the Data Processor will process the Personal Data in line with GDPR and abide by all appropriate data protection procedures and codes of practice
· IGMT has a separate Policy and procedure on Sharing Data with a Data Processor and this policy should be read in conjunction with it at www.ironbridge.org.uk
When processing children’s under the age of 18 or vulnerable adult’s data IGMT will

· gain consent from the parent or guardian

IGMT will ensure that Data Protection by Design is an integral part of the management of all future activities and projects 
· Data protection will be included in all initial discussions and plans and remain an agenda item throughout all projects
· Data Protection Impact Assessments will be conducted on all high-risk activities where Personal Data is processed, including new projects and changes to existing processes
· All learnings and recommendations will be fed back to the Senior Management Team
IGMT will ensure its policies are clear and easily understood 

· Data Protection policies and procedures will be reviewed by different Data Subjects to ensure that they are written in clear unambiguous language that they understand how IGMT will use Personal Data
· Staff will be trained to follow Data Protection Policies and their understanding will be assessed and audited
· the level of the PIA will reflect the nature of the activity
Ironbridge Gorge Museum Trust

Data Protection Policy

This form should be completed by all staff and volunteers and returned to Roger Clark, HR Officer by 24 May 2018

I understand the Ironbridge Gorge Museum Trust’s Data 
Protection Policy and will abide by its terms.







I understand that all Personal and Sensitive Data is strictly confidential and should 
not be copied or shared with any third party.







I understand that I should not attempt to access any personal data which is not 
necessary to perform my duties.  

I understand that if physical copies of Personal or Sensitive Data need to be 



destroyed it must be done so by using the secure shredding sacks.


I understand that I must not email any Personal or Sensitive Data unless it is 


encrypted.

I understand that all files containing Personal or Sensitive Data must 




be password protected.


I understand that I must not take Personal or Sensitive Data off Museum property.



I understand that hard copies of Personal or Sensitive Data must be kept under 


lock and key.

I understand that I cannot process Personal or Sensitive Data on USB Sticks, laptops 
or any mobile device unless the Personal Data has been encrypted.



I understand I cannot store any Personal or Sensitive Data on the Cloud or use
download sites to transfer Personal or Sensitive Data without the permission
of the ICT Officer.
I understand that I cannot use my personal IT equipment to process Personal 
or Sensitive Data, including, but not limited using smartphones to take images 
of forms or personal data
Name

Position
Signed
Date

